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https://www.youtube.com/watch?v=LGG2Rl_fUiM

NOI DUNG THAO LUAN

Tai sao van dé an toan an
ninh théng tin va bao vé
dtr liéu ca nhan quan trong
trong thot dai CMCN 4.0
va Chuyén d6i $6?

(https://www.youtube.com/watch?v=v
7FpRUIKR08)

Khung phap Iy vé bio vé
dit liu ca nhan: kinh
nghiém quoc té (Quy dinh
chung vé bao vé dir liéu ca
nhan cua EU).

Quy dinh vé bao vé théng
tin ca nhan cua Viét Nam:
Hién trang va dinh hudng
hoan thién phap luat



https://www.youtube.com/watch?v=v7FpRUlkR08

NHUNG CONG NGHE THACH THUC BAO VE QUYEN
RIENG TU VA DU LIEU CA NHAN
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VI PHAM VE BAO VE DU
LIEU CA NHAN
THEO GDPR:

- Quy dinh chung vé bao vé dit liéu ca
nhan cua EU (GDPR): mdt trong nhiing
quy dinh vé bao vé dir liéu ca nhan nghiém
khac nhat hién nay trén thé gidi:

- Ké tir khi c6 hiéu luc (5/2018) dén nay:

khoang 900 quyét dinh xtr phat da duoc
ban hanh.

(https://www.tessian.com.blog/biggest—gdpr-fines-ZOZO)

Amazon bj phat 746 triéu Euro, theo thong bdo clia cong ty cong bd
thang 7/2021. Ly do bi x& phat khéng dugc dé cap chi tiét, song
nguyén nhan cé lién quan dén vi pham vé co’ ché tir chdi cookie.

Chu s& hitu Meta ctia Facebook d3 bi xir phat 265 triéu Euro bdi co
quan quan ly (Uy ban bo vé dit liéu cd nhan) cla Ailen do vi pham
quy dinh vé bao vé dir liéu cd nhan sau khi di¥ liéu cd nhan cda
Facebook (bao géom ho tén day dd, s6 dién thoai, ngay sinh va dia
diém cla ngudi dung 2018-2019) bi cong khai ro ri trén mot dién dan
tan cOng mang truc tuyén (An toan dit liéu).

| Whatsapp d3 bj Co quan quan Iy Ireland d3 dp dung muc phat 225

triéu Euro v&i cdo bubc vi pham vé théng bdo quyén riéng tw trong
dich vu nhan tin cia Whatsapp.

British Airway bi x& phat 22 triéu Euro (dit liéu ctia 400 ngan khach
hang) va Marriot bi xt phat 20,4 triéu Euro vé vi pham lién quan dén
an toan dit liéu cd nhan (dit liéu cd nhan gdm tén, dia chi, s6 hé chiéu
va théng tin thé thanh todn ngdn hang cta 383 triéu khach hang,
trong d6 30 triéu la cw dan EU bij 16 lot).

1],

scom Italia Mobi

TIM (27,8 triéu Euro) va WIND (17 triéu Euro) vé vi pham lién quan
dén hanh vi lam dung di¥ liéu ca nhan tiép thi trai phap luat.
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https://www.tessian.com.blog/biggest-gdpr-fines-2020
https://www.wired.co.uk/article/amazon-gdpr-fine
https://www.forbes.com/sites/kateoflahertyuk/2022/11/29/facebook-owner-meta-fined-275-million-by-irish-regulator/?sh=388faa3a1a37
https://www.clydeco.com/en/insights/2021/09/irish-data-regulator-fines-whatsapp-%E2%82%AC225m-for-gdpr
https://www.clydeco.com/en/insights/2021/09/irish-data-regulator-fines-whatsapp-%E2%82%AC225m-for-gdpr
https://www.abc.net.au/news/2018-09-07/british-airways-customer-credit-card-details-stolen-data-breach/10215710
https://www.lawyer-monthly.com/2020/11/18-4-million-marriott-international-gdpr-fine-announced-by-ipo-what-did-we-learn/
https://dataprivacymanager.net/e278-million-gdpr-fine-for-italian-telecom-tim/
https://edpb.europa.eu/news/national-news/2020/telephone-operators-italian-sa-fines-wind-eur-17-million-and-iliad-eur-08_en

Viét Nam: xép hang 25 chi s6
ATANM toan cau (ITU Global
Cybersecurity Index) nam 2020,
tang 25 bac so vai 2018, trong
tong s6 194 qudc gia, ving lanh
tho va dimg tht 7 trong khu vuc
chau A - Thai Binh Duong.

S6 diém danh g1a dat 94,55 voi su
ci thién diém o ca 5 tru cot (Phap
ly va Hop tac dat sO diém tuyét
d6i 20/20, diém & 3 tru cot K§
thuat, T6 chuc Nang cao nang luc
lan luot dat 16,31/20; 18,98/20 va
19,26/20).

Chi s6 GCI 1a mét chi sb tong hop
danh gia va so sanh murc do cam
két dam bao an ninh mang cua céac
nudc thanh vién.

(ictvietnam.vn)
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Bao cao International
Privacy Day Report 2020
cua Kaspersky: VN dung
thtr 9 trén toan cau ve mirc
do b1 anh huong bo1 phéan
mém gian di¢p (7.216
nguoi dung bi tan cong
vao nam 2019, tang

21,54% tur 5.937 nguoi
dung trong nam 2018).

Codng cu kiém tra an toan an ninh mang

More than Two-fold: Attacks against Remote Desktop
Protocol (RDP) in Southeast Asia (SEA) from 2019-2021

ROP bruteforce attacks in SEA grew
149% from 2019 to 2021,

Vietnam, Thailand, and Indonesia
witness the most attempts against
this remote work tool which were

blocked by Kaspersky solutions last year,
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https://kaspersky.nts.com.vn/
https://congcu.khonggianmang.vn/check-data-leak/

Nam 2021:

» Dir li€u chira hon 77 triéu thong tin khach hang duoc rao ban trén khong gian mang cua
nhitng user da tirng dang ky hoac st dung dich vu cua NitroPDF.

> Tap dit liéu chira hon 1 triéu thong tin tai khoan ctia nhiéu trang web xuat hién trén
Khong gian mang.

» 17GB dir liéu KYC ctua nguoi dung tai Viét Nam, hang nghin chirng minh thu nhan dan
b1 rao ban trén khong gian mang.

» Mitic trung binh: dir liéu lién quan t¢i Viét Nam duoc rao ban trén cac dién dan mang véi
cac tiéu de: 8.38 triéu ban ghi vé dir li¢u dan cu va 2.8 tri¢u vé doanh nghiép Viét Nam;

Cac van ban tuyet mat ciia B6 Cong an va Bo Quoc phong Viét Nam; Dir liéu 2 triéu
nguoi dung tir cac cong ty ban 1é dién may v.v.

> Nguyén nhan: Khach hang st dung email ngi b d¢ dang ky cho céc dich vy tir bén thu

ba khdng may bi ro ri thong tin; May tinh c& nhan hodc may tinh noi bo bi nhiém ma doc
danh cap théng tin ca nhan..

(B&o cdo tinh hinh an toan thong tin ¥iér Nam 6 thang ddu ndam 2021, VCS)



> Mua, ban dir liéu ca nhan dién ra dé dang, pho bién:

< Doanh nghiép thu thap dit liéu ca nhan cta khach hang, cho phép cac doi tac thi ba tiép can thong tin
dir liéu ca nhan nhung khong cé yéu cau, quy dinh chit ché, dé doi tac thir ba chuyén giao, buon ban cho
cac doi tac khac.

«» Cac doanh nghiép chu dong thu thap thong tin ca nhan cua khach hang, hinh thanh kho di liéu ca nhan,
phén tich, xur ly cac loai dir liéu d6 deé tién hanh kinh doanh, bu6n ban.

> Cac goi dir liéu thd dwoe rao ban lién quan téi nhiéu linh vue:

% Danh sach can b, danh sach noi bo (bao gom ca cac don vi cdng an, quoc phong, thué...):

< Dién luc; thué bao Internet; ngan hang (chi fiét tdi cd sé duw tai khodn);

% Bao hiém; ho so ding ky kinh doanh; gido duc (phu huynh, giéo vién, hoc sinh sinh vién):

% Bat dong san (kém theo khd ndng tai chinh);

¢ Nhan su ¢c6 chon loc (murc thu nhdp, chire vu),

% Danh sach khach hang s dung cac dich vu Internet (danh sach thanh vién dang ky Facebook, fpt,
vnn.com, yahoo.com, gmail.com, gov.vn, hopthu.com, hotmail.com, saigonnet.vn).

< CAc loai dit liéu duge mua ban trong thoi gian dai, co cam két veé do chinh xac, cam két cap nhat dit liéu,
ho trg xuat dir liéu theo yéu cau nguoi mua.

(Béo cao thuc trang cong tac bdao vé dir liéu ca nhan, 2019)
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VAN DE VE QUYEN
RIENG TU VA BAO
VE DU LIEU CA
NHAN?

® dailymail.co.uk <

=" Daily Miail o}

British girl, 17, is 'raped in Majorca
by a 'famous' actor and a musician
who made her shower to wash . VINH DANH HOC SINH
away evidence after sex attack in DOAT GIAI OLYMPIC

their hotel’ .I . VA KHOA HOC KY THUAT QUOC TE

{3 @ giaoducthoidai.vn/dang- <

THOIDAI

Q

By Natalia Penza For Mailonline
11:01 29 Jun 2022, updated 11:28 29 Jun 2022

A Van hoa

S —— SP— bang xac minh, lam ré vu
{9 (O] F [ viéc '2 nghé si Viét bij bat
. 91 comments tai Téy Ban NhaI

Thai Ha - 01/07/2022 20:43 (GMT+7)
» The 17-year-old told police the sex attack took

place in a hotel in Andratx GD&TD - Lién quan dén hai nghé si Viét Nam
« She alleges she was raped by a pair of la dién V|'en Hong Pang va ‘nhac st Ho Ho'al
Vietnamese artists she had met nearby Anh bi bat & Tay Ban Nha vi cao budc hiép

« A respected local paper reported the teenager dam, cac cd quan chu quan - ndi hai nghé si

v EER = SRR LAY e ~



Tiét 16 TTCN trén bé&o, mang xa hoi
% Tiét 16 TTCN khi chua duoc su dong y dién ra pho bién.

% B&o chi ding tai TTCN ctia nguoi dugce phong van, nguoi c6 lién quan trén phuong tién
thong tin dai chung.

% Nguoi tham gia sir dung mang Xa hoi chua c0 y thirc bao vé& TTCN ctia minh va nguoi
khac, vO tu dang tai TTCN |én mang.

«% Nhiéu ca nhan c6 hanh vi vi pham phap luat khi sit dung TTCN ctia nguoi khac 1ong
ghép vao cac bai viét co noi dung tiéu cuc, vi pham phap luat nham muc dich vu khong,
lam nhuc, boi nho danh du nguoi Khac.

% Mot s6 TTCN nhay cam khong dugc tiét 10 nhung van bi cong khai tén tudi, dia chi nhu
lién quan t&i hanh vi vi pham phap luat, doi song riéng tu, thong tin vé nguoi yéu thé.
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QUY DINH CUA LIEN MINH CHAU AU: QUY PINH CHUNG VE
BAO VE DU LIEU CA NHAN (GDPR)

> Quy dinh chung vé bao vé dir liéu ca nhan ap dung cho c4c qudc gia thanh vién Lién minh
Chau Au, bao gom cac quy dinh lién quan dén viéc xir ly dir li€éu ca nhan va viéc luu thdng tu
do dtr liéu ca nhan.

> Quy dinh nham bao vé C4c quyén co ban ctia chu thé dit liéu ca nhan
» Phan biét dir liéu ca nhan va dir liéu ca nhan nhay cam
> Xac dinh nguyén tac thu thap, xir Iy dit liéu va quyén co ban ciia chu thé dir liéu ¢4 nhan

> Quy dinh nghia vu va trach nhiém dbi v&i co quan, to chtc, doanh nghiép trong thu thap,
quan ly, st dung va bao vé dir liéu ca nhan

> Quy dinh ché tai &p dung doi vai cac vi pham vé bao vé dir liéu ca nhan
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QUY PINH VE
BAO VE DU LIEU
CHUNG CHAU AU

(GDPR 2016/679):
QUYEN CO BAN

CUA CHU THE DU
LIEU

QUYEN BUQC TRUY VAN THONG TIN CA NHAN CUA MINH (B19)

QUYEN TU CHOI THU THAP VA XU’ LY DU LIEU CA NHAN CUA MINH
(B21)



QUY DINH VE BAO VE DU LIEU CHUNG CHAU AU
NGUYEN TAC THU THAP, XU LY DU LIEU CA NHAN

HGP PHAP, GIOI HAN . ,
CONG BANG, I \[yC picH = CHINH XAC
MINH BACH SU DUNG

TOI THIEU

TOAN VEN

VA BAO MAT ad NHIEM GIAI

TRU




QUY PINH VE BAO VE DU LIEU CHUNG EU:
CO CHE GIAM SAT, THUC THI

CO CHE GIAM SAT TRACH NHIEM PHAP LY
(Mbi quéc gia thanh vién phai c6 mot hoic) o N )
nhiéu co quan giam sat doc 1ap - chiu trach Trach nhiém phap ly: ca bén quan Iy dit licu
| nhiém giam sét viéc thuc thi quy dinh chung (controllers) va bén xur ly dir liéu (processors), can
(Kl' ps1) o ' ct muc d§ nghiém trong cua vi pham
4 N g A
Nhiém vu: giam sét, thuc thi, tu van cho CP, Truong hop hanh vi vi pham it nghiém trong: 10
dam bao vira bao vé CAC quyen co ban va tu triéu Euro hoac 2% doanh thu toan cau hang nam
- do ca nhan lién quan dén vigc xir 1y dit liu va (12 thang trudc), bat ke so nao cao hon (K4 D83)
dong thoi thic day viéc luu thong tu do thong g
tin. 4 )
N 4 Truong hop hanh vi vi pham nghiem trong: 20
triéu Euro hodc 4% doanh thu toan cau hang nam

Cap do EU: Uy ban Bao vé dir liéu chau Au (12 thang trude), bat ké sé nao cao hon (K5 D83)
(European Data Protection Board - EDPB)

J
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https://edpb.europa.eu/edpb_en
https://edpb.europa.eu/edpb_en

GOl Y THAO LUAN

MPP2024-PA

14.15-14.45 Ngay 19/12/2022

( https://www.youtube.com/watch?v=mIi5e-DVL 2Pk )



https://www.youtube.com/watch?v=mI5e-DVL2Pk

CAU HOI THAO LUAN NHOM

1. Anh chi hay tim hiéu thdng tin vé vu viéc mot sd dién vién, ca sy khiéu nai, t6 c&o
hodc khai kién doanh nhan PH da thuc hién livestream dé cong khai mot sé théng tin
bi mat c& nhan, thong tin sai su that hodc vu khbng, xic pham danh dy, nhan pham cua
ho trong thoi gian gan day. Trong vu viéc néu trén, theo anh chi c6 nhiing tinh tiét, su
kién nao dang luwu ¥ va c6 nhirng van dé phap ly gi dit ra?

2. CO nhiing trinh ty phap 1y nao cé thé dugc ap dung dé giai quyét nhitng van dé lién
quan dén cac vu viéc néu trén, quy dinh vé tham quyén va phap luat 4p dung? Anh chi
hay binh luan vé cac trinh tu phap Iy ma cac bén lién quan da thuc hién o vu viéc gitra
doanh nhan PH va ca sy H.

3. Anh chi hdy binh luan vé quy dinh phap luat diéu chinh va qua trinh thuc thi giai quyét
d6i voi ndi dung co dau hiéu tiét 16 théng tin bi mat ca nhan trong vu viéc néu trén?



Quy dinh
phap luat lien
guan dén bao

vé thong tin ca

nhan

Hién phap 2013
B luat Dan su 2015
Bo luat Hinh sy 2015 (stra d6i 2020)

Bo luat Lao dong 2019 (K2P19: cung cap TTCN cho nguoi st dung
lao dong)

Luat An toan thdng tin mang 2015 (sira d6i 2018)
Luat Cong nghé thong tin 2006

Luat An ninh mang 2018

Luat Giao dich dién tr 2005

Luat Vién théng 2009

. Luat Buu chinh 2010
. Luat Bao chi 2016
. Luat Xuat ban 2012
. Luét Bao vé quyeén loi nguoi tiéu ding 2010 (stra d6i, bo sung 2018)
. Luat C4c t6 chirc tin dung
. Luat Pién anh 2006
. Nghi dinh ctia Chinh phu
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https://moj.gov.vn/qt/tintuc/Pages/chi-dao-dieu-hanh.aspx?ItemID=3456

QUYEN PUQC BAO VE THONG TIN CA NHAN: CAC QUY PINH
TRONG VAN BAN PHAP LUAT

e Luat Hién phap 2013 (K1D21): “Moi nguoi cé quyén bat kha xam pham vé doi song riéng tu, bi mat ca
nhan va bi mat gia dinh; c6 quyén bdo v¢ danh dy, uy tin cuia minh”;

e B0 luat Dan sy 2015 (K2D38): “Vigc thu thap, luu gilr, st dung, cong khai thong tin lién quan dén doi
song riéng tu, bi mat ca nhan phai duoc nguo1 d6 dong y™”.

e Luat Kham bénh, chira bénh 2009:

v K2P3 Nguyén tac trong hanh nghé kham bénh, chita bénh: “Giir bi mat thong tin vé tinh trang sirc
khoe va do1 tu dugc ghi trong ho so bénh an, trr truong hop quy dinh tai K2D8, KI1DI11 va
K4Db597;

v K1&2 D8: “1. Pugc giit bi mat thong tin vé tinh trang sttc khoe va doi tu dugc ghi trong ho so bénh an.

2. Thong tin quy dinh tai K1 chi duoc phép cong bd khi nguoi bénh dong v hodc dé chia sé
thong tin, kinh nghiém nham nang cao chat luong chan doan, cham séc, diéu tri ngudi bénh

giita nhirg nguoi hanh nghé trong nhém truc tiép diéu tri cho ngudi bénh hodc trong truong
hop khac duogc phap luat quy dinh™.
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Luat CNTT 2006 quy dinh viéc bao vé TTCN trén moi trweong mang:

» K1 D21: t6 chuc, ca nhan “thu thap, xir Iy va sir dung TTCN cila ngudi khéac trén moi trudng mang phai duoc ngudi
d6 dong y”. Khi thu thap, xir 1y va st dung TTCN ctia ngudi khac, chu thé thuc hién ¢ trach nhiém:
% Théng bdo cho nguwoi do biét vé hinh thire, pham vi, dia diém va muc dich cia viéc thu thdp, xir Iy va sir dung;
% Sir dung diing muc dich TTCN thu thdp dwoc va chi lwu trit nhitng thong tin do trong mét khodng thoi gian nhat
dinh theo quy dinh cua phdp luat hoac theo thoa thudn gitta hai bén,
% Tién hanh cdc bién phdp quan Iy, kj thudt can thiét @é bao dam TTCN khong bi mat, danh cdp, tiét 19, thay doi
hoac pha huy,
% Tién hanh cdc bién phdp can thiét khi nhan dwoc yéu cau kiém tra lai, dinh chinh hodc hiy bé TTCN; khong
dwoc cung cdp hodc sit dung TTCN lién quan cho dén khi thong tin dé dwoc dinh chinh lai.
> Ngoai 1& cho viéc thu thap, xir Iy va st dung TTCN ma khong can su dong ¥ ctia ngudi do: “trong triweong hop TTCN
do dwoc sir dung cho muc dich sau ddy: a) Ky két, sira doi hodc thuwe hién hop dong sir dung thong tin, san phdam, dich
vu trén méi truvong mang; b) Tinh gid, cuwdce sir dung théng tin, san pham, dich vu trén méi trieong mang; ¢) Thuc hién
nghia vy khac theo quy dinh cua phap ludt”
> K1 D22 quy dinh quyén cua chu thé thong tin trong viéc kiém tra, yéu cau dinh chinh hodc hity bo TTCN do chu thé
khac luu trit. Theo d6, “cd nhdn cé quyén yéu cau té chirc, cd nhan lwu trit TTCN ciia minh trén méi truong mang
thuee hién viéc kiém tra, dinh chinh hodc huy bo thong tin do”
> K2 D22 quy dinh “t6 chirc, ca nhan khong duge cung cap TTCN ciia ngudi khac cho bén thir ba, trir truong hop phap
luat c6 quy dinh khac hoic c6 sy dong ¥ ctua ngudi d6”. Thém vao do, “ca nhin c6 quyén yéu cau boi thuong thiét
hai do hanh vi vi pham trong viéc cung cap TTCN”.
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> Nghi dinh s6 64/2007/NP-CP ngay 10/4/2007 vé tng dung cong nghé thong tin trong hoat dong ctia co
quan nha nudc, khoan 5 Piéu 3 giai thich “TTCN” 1a “théng tin du dé xdc dinh chinh xdc danh tinh mét
ca nhén, bao gom it nhat néi dung trong nhitng thong tin sau day: ho tén, ngay sinh, nghé nghiép, chirc
danh, dia chi lién hé, dia chi thu dién i, s6 dién thoqi, s6 chirng minh nhan dan, s6 ho chiéu. Nhitng
thong tin thudc bi mdt cd nhdn gom cé ho so'y té, ho so ndp thué, so thé bao hiém xd héi, sé thé tin dung
va nhirng bi mdat ca nhan khac.”.

» Nghi dinh 72/2013/ND-CP K15D3: “T. hég‘lg tin ¢d nhan la thong tin gdn lién véi viéc xdc dinh danh tinh,

nhan tfzim cua ca nhan bao gom ten, tuoi, dia chi, so CMND, so dién thoai, dia chi thu dién tir va thong
tin khac theo quy dinh cua phap luat”

» Nghi dinh s0 52/2013/ND-CP (stra d6i 2021) vé thuong mai dién tir c6 nhiéu quy dinh quan trong vé bao
veé TTCN cua nguoi tiéu dung:

< Khoan,13 Diéu 3 dinh nghia “TTCN” 1a “cac thong tin gop phén dinh danh mot cd phan cu thé, bao gom
tén, tuoi, dia chi nha rieng, so dién thoqi, thong tin y te, sq tai khoan, thong tin vé cac giao dich thanh
todn cd nhan va nhitng thong tin khac ma ca nhan mong muon giir bi mat”.

% Nghi dinh nay ciing sir dung cum tir “chii thé thong tin” tyong dong véi thuat ngit “information subject”
(hodc data subject) dugc dé cap trong quy dinh phap luat vé bao vé TTCN ¢ nhi€u qudc gia.
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Luit An toan thong tin mang 2015 quy dinh vé bao vé TTCN trén khong gian mang:

v “TTCN” duoc dinh nghia 13 “thong tin gan voi viéc xac dinh danh tinh ciia mot nguoi cu
theé” (khoan 15 Bicu 3).

v’ Giai thich thuat ngir “cha thé TTCN” (khoan 16 Diéu 3) v6i ¥ nghia d6 1a “nguwoi dwoc
xac dinh tw TTCN do”.

v/ Quy dinh vé “nguyén tic bao vé TTCN trén mang” (Piéu 16), viéc “thu thap va si dung
TTCN” (Piéu 17), viéc “cap nhat, stra doi va hity bo TTCN” (Piéu 18), yéu cau “bao dam
an toan TTCN trén mang” (Piéu 19) va “trach nhiém cta co quan quan 1y nha nudc trong
bao vé TTCN trén mang” (Diéu 20).
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QUY PINH VE NGHIA VU CUA CHU THE BAO VE TTCN

> ND 72/2013/ND-CP (stra d6i 2018) quy dinh chu thé thiét 1ap MXH phai thuc hién ding ky, luu
trit TTCN cua thanh vién gom ho tén, ngay thang nim sinh, s6 CMCN/CCCD/ho chiéu, ngay
cap, noi cap, so dién thoai va dia chi thu dién tir (diém a khoan 2 diéu 23c) Luu trit toi thiéu 02
nam doi véi cac thong tin vé tai khoan, thoi gian dang nhap, ding xuat, dia chi IP ciia nguoi st
dung va nhat ky xir ly thdng tin duoc ding tai (diém b khoan 1 diéu 23c)

> TT 39/2016/TT-BTTTT vé hop dong theo mau, giao dich chung quy dinh nghia vu ctia bén cung
cap phai “dam bao bi mat thong tin cta nguoi st dung dich vu” theo quy dinh cta phap luat
(diém b muc 4 Phu luc 1).

> TT 39/2017/TT-BTTTT vé Danh muc tiéu chuan k¥ thuat vé UDCNTT trong CQNN, quy dinh
khuyén khich ap dung 02 loai tiéu chuan d6i véi giao thirc an toan thong tin ca nhan.
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Nghl dinh 90/2020/ND-CP quy dinh xtr phat Vi pham hanh chinh trong hoat dong thuong mai,
san xudt, budn ban hang gia, hang cdm va bao vé quyén loi nguoi tiéu dung

Piéu 46 Khoan 1: Phat tién tir 10 dén 20 triéu dong d6i vi mot trong cac hanh vi:

a) Khong thong bao rd rang, cong khai véi nguoi tiu dung vé muc dich trude khi thuc hién hoat
dong thu thap, si dung thong tin ciia nguoi ti€u dung theo quy dinh;

b) St dung thong tin cua nguoi ti€u dung khong phu hop véi muc dich da thong bao voi nguoi
ticu dung ma khong dugc nguoi tieu dung dong v theo quy dinh;

¢) Khong bao dam an toan, chinh xac, day du doi véi thong tin cta ngudi tiéu dung khi thu thap,
str dung, chuyén giao theo quy dinh;

d) Khong tu diéu chinh hoac khong ¢6 bi¢n phap dé ngudi tiéu dung cip nhat, diéu chinh thong
tin khi phat hién thay thong tin khong chinh x4c theo quy dinh;

d) Chuyén giao thong tin cua nguoi tiéu dung cho bén thtr ba khi chua cd sy dong ¥ ctia ngudi
ticu dung theo quy dinh, trir truong hop phap luat c6 quy dinh khac.

Piéu 46 Khoan 2: Phat tién gap hai lan cac muc tiéq phat quy dinh tai khoan 1 néu trén doi véi
treong hop thong tin ¢6 1i€n quan 1a thong tin thudc vé bi mat ca nhan cua nguoi ti€u dung.
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NGHI PINH 119/2020/NP-CP: XU PHAT VI PHAM VE DPANG, PHAT
NQI DUNG THONG TIN TREN BAO CHI, BAN TIN, PAC SAN (D8)

> Vi pham vé dang phat ndi dung thong tin trén bao chi, ban tin va dic san: Pang, phat anh cila c4 nhan
ma khong dugc su dong y cua ngudi do, trur truong hop phap luat c6 quy dinh khac (diém ¢ khoan 2
Dicu 8 vi pham v€ dang phat ndi dung thong tin trén bao chi, ban tin, dac san): Phat tién tur 5 dén 10 tri¢u

> Tiét 10 bi mat doi tu cia ca nhan nhung khong duogc sy dong ¥ cua ngudi d6 (diém i khoan 3 Piéu 8):
phat tién tir 10 dén 30 tricu (ND 14/2022/ND-CP: nang murc phat 1én 20-40 tri¢u tu 27/1/2022)

> DPing phat thong tin xAm pham bi mat hodc an toan thu tin ciia ca nhan (diém k khoan 3 Piéu 8): phat
tién tir 10 dén 30 triéu (NP 14/2022/ND-CP: nang mirc phat 1én 20-40 triéu tir 27/1/2022)

> Piang phat thong tin vé than nhan, cic moéi quan hé cta ca nhan trong cac vu an, vu viéc tiéu cuc khi
khong c6 can cir chtng minh cac than nhan va cac mbi quan h¢ do co6 lién quan dén vu an, vu viéc tiéu
cuc hodc chua co két luan ctia co quan nha nudc c6 tham quyén (diém d khoan 4 Diéu 8): phat tién tir 30
dén 50 triéu (ND 14/2022/ND-CP: nang mirc phat 1én 60-80 triéu tir 27/1/2022)

> Quy két toi danh khi chura c6 ban an két toi ctia toa an da c6 hiéu luc phap luat (diém b khoan 4 Diéu 8):
phat tién tir 30 dén 50 tricu (ND 14/2022/ND-CP: nang muc phat 1€n 60-80 tri¢u tur 27/1/2022)
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NGHI PINH 15/2020/ND-CP: XU PHAT VI PHAM QUY DPINH VE
THU THAP, SU DUNG THONG TIN CA NHAN (D84)

> Vi pham quy dinh vé thu thap, st dung thong tin ca nhan (Khoan 1 Diéu 84): phat tién tir 10 dén 20 triéu
dong/hanh vi gom:

% Thu thap thong tin c& nhan khi chua c6 sy dong Y ciia chu thé thdng tin c& nhan vé pham vi, muc
dich cuaa viéc thu thap va st dung thong tin do

% Cung cap thong tin c& nhan cho bén th ba khi chu thé théng tin c& nhan da yéu cau nglmg cung cap
> Phat tién 20 dén 30 triéu (Khoan 2 Diéu 84) - ND 14/2022/ND-CP nang murc phat: 40-60 tri¢u dong

% St dung khong dtng muc dich thong tin ca nhan da thoa thuan khi thu thap hoac khi chua duoc su
dong y ciia chu thé thong tin c& nhan

% Cung cap hoic chia sé hodc phat tan thong tin c& nhan da thu thap, tiép can, kiém soét cho bén thu
ba khi chua c0 sy dong y cua chu thé théng tin ca nhan

¢ Thu thap, st dung, phat tan, kinh doanh trai phap luat thong tin ca nhan cta nguoi khac
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NGHI DINH 15/2020/ND-CP: XU PHAT VI PHAM QUY DINH VE CAP
NHAT SUA POI VA HUY BO THONG TIN CA NHAN (B85 101, 102)

> Hanh vi khong thong bao cho chu thé thong tin sau khi hily bo thong tin c4 nhan da luu trit hodc chua thyc hién bién
phap phu hop dé bao vé thong tin ca nhan (Khoan 1 Diéu 85): phat tién tir 10 dén 20 triéu

> Khong cap nhat, stra d6i va huy bo thong tin ca nhan da luu trit theo yéu cau cua chu thé thong tin ca nhan hodc
khéng cung cap cho chil thé thong tin c4 nhan quyén tiép can dé tu cap nhat, sira doi, hity bo théng tin ¢4 nhan cua
ho: phat tién tir 20 dén 30 triéu (Piém a Khoan 2 Piéu 85)

» Khong huy bo thong tin ¢4 nhan khi da hoan thanh muc dich stt dung hoac hét thoi han luu trix: phat tién tir 20 dén
30 triéu (Piém b Khoan 2 Diéu 85)

> Khong ap dung bién phap quan 1y hoic bién phap ky thuat theo quy dinh dé bao vé thong tin ca nhan: phat tién tir 30
dén 50 triéu dong (Khoan 3 Piéu 85)

> Hanh vi ctia TC, DN thiét 14p mang xa hoi: Khong c6 bién phap bao vé thong tin riéng hoic thong tin ca nhan cia
nguoi st dung; Khong dam bao quyén quyét dinh cta ngudi sir dung khi chit MXH cung cap thong tin cua ho cho
bén thit ba... (Piém b Khoan 1 Piéu 100): phat tién 20 dén 30 triéu

¢ Vi pham vé trach nhiém st dung mang xa hdi, trang thong tin dién tor duogc thiét l1ap thong qua mang xa hoi: Tiét 16
thong tin bi mat doi tu c4 nhan va bi mat khac ma chua dén muc truy ctu trach nhiém hinh sy (Khoan 2 Piéu 101,
duoc stra doi theo ND 14/2022/ND-CP): phat tién tir 20 dén 30 triéu.

% Thu thap, xt Iy va xtt dung thong tin ciia TC, ca nhan khac ma khong duge sy dong ¥ hoic sai muc dich theo quy
dinh ctia phap luat (diém e khoan 3 diéu 102): phat tién tir 10 dén 20 triéu
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Thang 1/2022, Phong An ninh

BQ LUAT HiNH SU mang Cong an tinh Thua Thién

i ) Hué da bat giir 5 d6i twong mua ban
2015 (Sff A POIL. BO Hanh vi “mua ban, trao doi, tang 6,2 trigu dir li¢u ca nhan va thu loi
4 cho, sita chita, thay déi hodc bat chinh 2,3 ty ddng, khoi td voi
SUNG 201 7) S cong khai hoa thong tin riéng toi danh dua hodc st dung trai phép
y hop phap cua CQ, TC, ca nhan thong tin mang may tinh, mang

trén mang may tinh, mang vién vién thong (D288).

théng ma khéng duoc phép cua

Chﬁ SO thI'u thﬁng tin” (5288) https://congan.com.vn/vu-an/danh-sap-o-nhom-mua-

T(;)I BUA HOAC ban-hon-62-trieu-du-lieu-ca-nhan_ 125981 .html)

SU DUNG TRAI
PHEP THONG TIN e e

. y > Thu 161 bét chinh tir 50 triéu = Phat tién tir 200 tricu dén 1 ty dong

MANG MAY TINH, dén dudi 200 triéu hoic giy du hogc phat tu tir 2 dén 7 nam neu (K2

T = lam giam uy i o D288): Co t6 chuc; Loi dung quyén

- TC. 4 nhan thi phat tidn quén tri mang; TfAlu linbét chinh ttr 200
MANG VIEN %g’dér(f’z(c)g - élnpg aglf;fr;‘l’ triéu déng tr 18n: Gay thiét hai 500

A X : Y 0 triéu dong trd 18n; Xam pham bi mat cé
THONG tao khong giam gilr dén 3 nam Y e
nhéan dan dén ngudi bi Xam pham tu

hodc phat tu tir 6 thang dén 3

nim (diém b K1 D288): sat; gay anh hudng xau dén an ninh trat

tu X4 hoi; Dan dén biéu tinh;
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